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How GDPR Will Expand Your D&O Liability

The forthcoming GDPR may place greater
responsibility on your organisation’s directors
and officers, and, for that reason, it is important
to take proactive steps now to prepare.

Are You Prepared for Silent Exposures from
Cyber-attacks?

‘Silent cyber’ exposure refers to potential cyber-
related losses due to insurance policies that are
not specifically designed to cover cyber-risks.
Learn how you can safeguard your organisation
from these types of exposures with this beneficial
guidance.

Recent Cyber-security News
and Prosecutions

Read about how experts claim that 80 per cent of
cyber-attacks are preventable, why a password
expert regrets his previous advice and take a
peek at the ICO’s new blog series.
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How GDPR Will Expand Your D&O Liability

On 25 May 2018, the General Data Protection Regulation (GDPR)
comes into effect, which expands the rights of individuals and their
data while placing greater obligations on organisations that process
personal data.

As cyber-related requirements become more stringent under the
GDPR and directors and officers (D&Os) shoulder more liability than
ever before, industry experts are wondering whether D&Os will soon
be held personally liable for cyber-breaches or neglecting to prioritise
cyber compliance. D&Os who disregard their responsibility to ensure
an organisation-wide commitment to the GDPR and cyber compliance
could face legal action after a data breach. In fact, there have been
four cases brought against directors in the United States for cyber-
attacks, including Target and Home Depot executives.

In order to ensure that your organisation’s directors and officers are
prepared for the new responsibilities placed upon them by the GDPR,
consider making the following revisions:

e Ensure your D&O liability policy does not contain any specific
exclusions about data breaches.

e Prioritise cyber-security at the highest level of your organisation by
building cyber-governance into your organisational structure.
Emphasise that cyber-security and GDPR compliance is the entire
organisation’s concern, from the board members all the way down
to the interns.

e Review your organisation’s process for collecting clients’ consent.
Whatever your process may be, it must provide an active opt-in.
Additionally, keep well-organised records that clearly outline what
individuals have consented to, what they were told, and when and
how they consented.

As the GDPR will come into force in less than a year, your organisation
must begin implementing the necessary protections as soon as
possible. In fact, certain UK companies, like Wetherspoons, are
already making decisions to scrap their entire email mailing lists for
fear that they will violate the GDPR.

For more information about what measures your organisation can take
to better prepare for the GDPR, contact Crendon Insurance Brokers
Ltd today.
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Recent Cyber-security
News and Prosecutions

Experts Claim that 80 per cent of Cyber-
attacks are Preventable

According to the former head of cyber-crime
at the National Crime Agency, 80 per cent of
cyber-attacks are preventable. To help
ensure that your organisation is able to
prevent as many cyber-threats as possible, it
is important that you regularly update your
network security, install and update anti-virus
and anti-malware software on all your
organisation’s computers, and provide your
employees with cyber-security training.

Password Expert Regrets and Revises
Past Advice

Even though you most likely don’t recognise
his name, Bill Burr is the individual
responsible for the widely held guidance on
how to craft a strong password by including
capital letters, numbers and symbols.
However, Burr has recently stated that he
regrets this advice, as the more often a
person is asked to change his or her
password, the weaker it becomes. In
response, the National Cyber Security Centre
has issued its own password creation
guidance, which requires your organisation to
change all its default passwords to a random
collection of words that are stored in a
password manager.

Separate GDPR Fact from Fiction with the

| CO's Bl og Series, "G

In an attempt to demystify the forthcoming
GDPR, the Information Commissioner’s
Office (ICO) has launched a new blog,
GDPRmyths. Each entry on the blog is
intended to separate myths about the GDPR
from facts. Some current posts cover data
breach reporting, data protection and
consent. You can read these posts by visiting
https://iconewsblog.org.uk/tag/gdprmyths.
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Are You Prepared for Silent Exposures
from Cyber-attacks?

Cyber-crime makes up nearly half of all reported crime in the
country, according to the annual Crime Survey of England and
Wales. While awareness of the types and potential effects of cyber-
attacks has grown, there is still one aspect that is relatively
unknown—"'silent cyber’ exposure.

Silent cyber exposure refers to potential cyber-related losses
claimed on insurance policies that are not specifically designed to
cover cyber-risks. For example, your organisation becomes infected
with organisation-wide malware, causing a lift to fail that leads to
multiple casualties and injuries. Such silent cyber exposures are
malicious and hiding in plain sight. To protect yourself, it is vital that
your organisation is proactive and reassesses its policies to ensure
that you are appropriately covered for events that may occur due to
cyber-risks.

Although it may seem nearly impossible to predict and prevent silent
exposures from occurring, there are measures that your
organisation can take to ensure that it's prepared. The most
important practices to implement include the following:

e Hire experts to assess which areas of your business would be
vulnerable to a cyber-attack, and whether cyber-related losses
would be covered under your insurance policies.

e Contact Crendon Insurance Brokers Ltd about which of your
policies may need to be adjusted in the event of a cyber-attack
or cyber related loss if you are forced to file a claim under that
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Source: Cyber Governance Health Check Report
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