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On 25 May 2018, the General Data Protection Regulation (GDPR) comes into effect in the EU and across the 

United Kingdom. The GDPR replaces the Data Protection Act (DPA) and ushers in expanded rights to individuals 

and their data, and places greater obligations on businesses and other entities that process personal data. 

The GDPR governs personal data, which it defines as any information that can be used to directly or indirectly 

identify an individual. This expansive definition includes the examples below, but this list is not 

comprehensiǾŜΦ LŦ ȅƻǳΩǊŜ ǳƴǎǳǊŜ ǿƘŜǘƘŜǊ ǎƻƳŜǘƘƛƴƎ ƛǎ ǇŜǊǎƻƴŀƭ ŘŀǘŀΣ ǘƘŜ ōŜǎǘ ǇǊŀŎǘƛŎŜ ƛǎ ǘƻ ǘǊŜŀǘ ƛǘ ŀǎ ǎǳŎƘΦ 

¶ Name and surname 

¶ Home and email address 

¶ Location data, such as a geolocator used by certain apps 

¶ Online identifiers, such as a username 

¶ Health information 

¶ Income 

¶ Cultural profile 

²ƘŀǘΩǎ bŜǿ ¦ƴŘŜǊ ǘƘŜ D5twΚ 

Although the GDPR expands the definition of personal data from the DPA, mŀƴȅ ƻŦ ǘƘŜ D5twΩǎ Ƴŀƛƴ ŎƻƴŎŜǇǘǎ 

and principles are the same as those in the DPA. However, there are new elements and significant 

enhancements. One of the most consequential of these revisions is how to handle personal data, which is 

guided by the following six principles: 

1. Data will be processed lawfully, fairly and in a transparent manner in relation to individuals. 

2. Data will be collected for specific, explicit and legitimate purposes and not further processed in a 

manner that is incompatible with those purposes. Further processing for archiving purposes in the 

public interest, scientific or historical research purposes, or statistical purposes shall not be 

considered to be incompatible with the initial purposes. 

3. Data will be adequate, relevant and limited to what is necessary in relation to the purposes for which 

it is processed. 

4. Data will be accurate and, where necessary, kept up to date. Every reasonable step must be taken to 

ensure that personal data is inaccurate, having regard to the purposes for which it is processed, and 

is erased or rectified without delay. 

5. Data will be kept in a form which permits identification of data subjects for no longer than is 

necessary for the purposes for which the personal data is processed. Personal data may be stored for 

longer periods insofar as the personal data will be processed solely for archiving purposes in the 

public interest, scientific or historical research purposes, or statistical purposes subject to 

implementation of the appropriate technical and organisational measures required by the GDPR in 

order to safeguard the rights and freedoms of individuals. 

6. Data will be processed in a manner that ensures appropriate security of the personal data, including 

protection against unauthorised or unlawful processing and against accidental loss, destruction or 

damage, using appropriate technical or organisational measures. 

No matter where you are in the process of GDPR compliance, this toolkit will help you every step of the way. 

How to Use This Toolkit 

¦ǎŜ ǘƘƛǎ ǘƻƻƭƪƛǘ ǘƻ ǳƴŘŜǊǎǘŀƴŘ ǘƘŜ D5twΩǎ ǊŜǉǳƛǊŜƳŜƴǘǎΣ ŀǎǎŜǎǎ your own compliance and document your 

efforts. This toolkit contains sample policies that require customisation. Although the policies are not GDPR-

specific, such as the BYOD and Acceptable Use Policy, customising these policies and ensuring all employees 

heed them will form an integral part of demonstrating your commitment to accountability, data security and 

robust documentation. Customised, internal policies governing how employees should handle data will also 

ƘŜƭǇ ǇǊƻǾŜ ǘƘŀǘ ȅƻǳǊ ƻǊƎŀƴƛǎŀǘƛƻƴ ǾŀƭǳŜǎ Řŀǘŀ ǎŜŎǳǊƛǘȅ ŀƴŘ ǘƘŀǘ ΨŘŀǘŀ ǇǊƻǘŜŎǘƛƻƴ ōȅ ŘŜǎƛƎƴ ŀƴŘ ŘŜŦŀǳƭǘΩ ƛǎ ōŀƪŜŘ 

into its very fabricτa key obligation under the GDPR. 
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EU General Data Protection Regulation  
Provided by Crendon Insurance Brokers Ltd

EU Data Protection Reform 

The E¦Ωǎ new data protection reform was 

published on 4th May 2016. The new rules 

become applicable on 25th May 2018. 

Because of how the rules are set up, member 

states are not required to adopt local laws to 

incorporate the new data protection 

requirements into domestic legislation. 

The EU enacted these rules to create uniform 

data protection rules for all member states. 

In its view, a unified set of rules and 

standards would allow EU citizens more 

control over their personal information. 

Organisations that trade in the EU, whether 

based there or not, must comply with these 

rules in regards to processing the data of 

their EU customers.  

The new rules update and replace the 

current data protection rules, which are 

based on the 1995 Data Protection Directive 

and the 2008 Framework Decision for the 

police and criminal justice sector. 

Data protection reform takes place through 

two major instruments: 

¶ The General Data Protection Regulation 

(GDPR); and 

¶ The Data Protection Directive.  

 

 

Enforcement 

A company that fails to comply with the new 

rules by the effective date may be subject to 

a fine of up to ϵ20 million, or 4 per cent of 

ǘƘŜ ŎƻƳǇŀƴȅΩǎ Ǝƭƻōŀƭ ŀƴƴǳŀƭ ǘǳǊƴƻǾŜǊΦ 

The GDPR 

The GDPR enables individuals to better 

control their personal data, regardless of 

where this data is sent, stored or processed.  

The GDPR has four provisions which provide: 

¶ Individuals with more access to their own 

dataτindividuals will have more 

information on how their data is 

processed (this information must be 

provided in a clear and understandable 

way); 

¶ A right to data portabilityτby making it 

easier for individuals to transmit their 

personal data between service providers; 

¶ A Ψright to be forgottenΩτindividuals have 

a right to have their personal data erased 

if there is no legitimate ground for 

retaining the data; and 

¶ Individuals with the right to know when 

their information has been hackedτby 

creating an obligation for those who 

gather, store or process personal data to 

notify their respective national 

supervisory authority of any data 

ω The data protection rules become effective 

on 25th May 2018. 

ω The new rules replace the 1995 and 2008 

standards and directives. 

ω Fines for non-compliance can be up to 

ϵнл Ƴƛƭƭƛƻƴ ƻǊ п ǇŜǊ ŎŜƴǘ ƻŦ annual 

global turnover. 

The GDPR enables 

individuals to 

better control 

their personal 

data, regardless of 

where this data is 

sent, stored or 

processed. 
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breaches that put them at risk 

(notifications should be given as soon as 

possible so that affected individuals can 

take appropriate measures). 

Consent and Specific Purpose 

¢ƘŜ D5twΩǎ ΨǊƛƎƘǘ ǘƻ ōŜ ŦƻǊƎƻǘǘŜƴΩ is tied to 

two main conceptsτ specific purpose and 

consent.  

The GDPR assumes that when an individual 

consents to the processing of his or her 

personal data, he or she does so because 

that data is intended for the individualΩs 

benefit or some other specific purpose.  

For this reason, individuals have a right to 

request that their personal data be erased 

when processing this data is no longer 

required in order to meet the specific 

purpose for which consent was given. 

However, an individǳŀƭΩǎ ǊƛƎƘǘ ǘƻ ōŜ 

forgotten is not absolute. Data does not need 

to be erased if a legitimate purpose remains. 

Legitimate purposes include freedom of 

expression and scientific research.  

Finally, the GDPR also recognises that a 

certain level of maturity and understanding is 

required in order to provide consent for a 

specific purpose. For this reason, one GDPR 

rule indicates that consent, for the 

ǇǊƻŎŜǎǎƛƴƎ ƻŦ ŀ ŎƘƛƭŘΩǎ ǇŜǊǎƻƴŀƭ ƛƴŦƻǊƳŀǘƛƻƴΣ 

Ƴǳǎǘ ōŜ ƎƛǾŜƴ ōȅ ǿƘƻŜǾŜǊ ƘƻƭŘǎ ǘƘŀǘ ŎƘƛƭŘΩǎ 

parental responsibility, until the child is 

deemed sufficiently old enough to give 

consent. The GDPR allows member states to 

set their own age limit standard between 13 

and 16 years of age.  

Data Protection Directive 

The Data Protection Directive applies to the 

police and criminal justice sectors. The 

directive was adopted to protect the 

personal data of victims, witnesses and 

suspects in a criminal investigation or law 

enforcement action.  

The directive also facilitates the sharing of 

information and cross-border cooperation to 

combat crime and terrorism.  

 

 

Impact on Businesses 

The reforms create a more efficient business 

environment by cutting red tape and 

reducing the costs many businesses must 

endure if they process personal data across 

borders. Businesses may be able to capitalise 

on simpler, clearer and more unified 

standards as they restore or maintain 

consumer trust.  

The reforms also make new data protection 

standards extraterritorial by requiring all 

businesses to comply while they do business 

in an EU member state. This ensures that all 

players within the EU are bound by the same 

rules, regardless of where they are 

established.  

In addition, the rules streamline data safety 

by creating one central, single supervisory 

authority in each member state. It also 

promotes a risk-based approach to 

compliance requirements, recognising that 

businesses should have different obligations 

and operate under standards that more 

accurately represent the particular risk 

associated with their data processing.  

Finally, the new rules call for data processors 

to implement data protection safeguards 

from the early stages of product and service 

development to ensure that data protection 

becomes the normτby design and by 

default. This includes appointing a data 

protection officer (DPO) responsible for data 

protection compliance. Organisations must 

appoint a DPO if they are a public authority, 

they carry out large-scale systematic 

monitoring of individuals, or if they carry out 

large-scale processing of special categories of 

data or data relating to criminal convictions 

and offences. 

Impact on Small and Medium Enterprises 

The new rules also level the playing field for 

SMEs by requiring them to: 

¶ Appoint DPOs only when the {a9ǎΩ core 

activities require regular and systematic 

monitoring, or if they process special 

categories of personal data (for example, 

data that reveals racial origin or religious 

belief);

The GDPR will do 

away with the 

obligation for 

businesses to 

notify other 

national data 

protection 

authorities about 

the data they are 

processing, which 

costs businesses 

ŀōƻǳǘ ϵмол Ƴƛƭƭƛƻƴ 

per year, 

according to the 

European 

Commission. 
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¶ Keep processing records only if processing 

is not occasional or is likely to put rights 

and freedoms at risk; and 

¶ Report data breaches to individuals only if 

the breaches place their rights and 

freedoms at high risk. 

In situations where SMEs must appoint DPOs, 

the new rules do not require that officers be 

full-time employees. The use of ad hoc and 

consultants is sufficient to satisfy this 

requirement.  

Impact on Employers 

Employers process a large amount of 

personal data from their employees. Often, 

processing employee information is 

necessary to comply with employment law 

and to provide adequate benefits.  

For this reason, employers should evaluate 

how the GDPR affects their personal data 

processing practices, policies and 

procedures. In particular, employers should 

consider whether they have obtained 

consent for a specific purpose and delineate 

when and how this consent may lapse.  

Preparing for the GDPR 

Although the GDPR does not come into 

effect until 2018, the Information 

/ƻƳƳƛǎǎƛƻƴŜǊΩǎ hŦŦƛŎŜ όL/hύ Ƙŀǎ ŎǊŜŀǘŜŘ a 

checklist of things businesses can do right 

now to prepare and ensure compliance: 

1. Awareness: Ensure that all decision 

makers and key people in your 

organisation are aware of the GDPRτ

they need to appreciate its impact. 

2. Information You Hold: Document what 

personal data you hold, where it came 

from and whom you share it with. Also, 

organise an information audit. 

3. Communication of Privacy Information: 

Review your current privacy notices and 

put a plan in place for making any 

necessary GDPR changes. 

4. LƴŘƛǾƛŘǳŀƭǎΩ wƛƎƘǘǎΥ Check your 

procedures to ensure they cover all the 

rights individuals have, including how 

you would delete personal data or 

provide data electronically and in a 

commonly used format. 

5. Subject Access Requests: Update your 

procedures and plan how you will handle 

requests within the new timescales and 

provide any extra information. 

6. Legal Basis for Processing Personal 

Data: Look at the various types of data 

processing you carry out, identify your 

legal basis for doing so and document it. 

7. Consent: Review how you are seeking, 

obtaining and recording consent and 

whether you need to make any changes. 

8. Children: Think about putting systems in 

place ǘƻ ǾŜǊƛŦȅ ƛƴŘƛǾƛŘǳŀƭǎΩ ŀƎŜǎ ŀƴŘ ǘƻ 

gather parental or guardian consent for 

the data processing activity. 

9. Data Breaches: Ensure you have the 

right procedures in place to detect, 

report and investigate data breaches. 

10. Data Protection by Design and Data 

Protection Impact Assessments: 

Familiarise yourself with the guidance 

the ICO has produced on Privacy Impact 

Assessments, and work out how and 

when to implement them. 

11. Data Protection Officers: Designate a 

DPO, if required, or someone to be 

responsible for data protection 

compliance, and assess where this role 

ǿƛƭƭ ǎƛǘ ǿƛǘƘƛƴ ȅƻǳǊ ƻǊƎŀƴƛǎŀǘƛƻƴΩǎ 

structure and governance arrangements. 

12. International: If your organisation 

operates internationally, you should 

determine which data protection 

supervisory authority you fall under. 

For a more detailed overview of your 

responsibilities under the GDPR, consult the 

L/hΩǎ guide for organisations located here: 

https://ico.org.uk/for-organisations/data-

protection-reform/overview-of-the-gdpr. 

And for more information on protecting your 

business and ensuring compliance, contact 

the insurance professionals at Crendon 

Insurance Brokers Ltd today.

The GDPR will 

establish a single, 

pan-European law 

for data 

protection, 

meaning that 

companies will 

only have to deal 

with one law, not 

28. The new rules 

will bring benefits 

of an estimated 

ϵнΦо ōƛƭƭƛƻƴ ǇŜǊ 

year, according to 

the European 

Commission. 

https://ico.org.uk/for-organisations/data-protection-reform/overview-of-the-gdpr
https://ico.org.uk/for-organisations/data-protection-reform/overview-of-the-gdpr
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