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Revealed: Half of All Cyber-attacks Use This Technique 
2. Website ‘watering holes’—This technique 

involves cyber-criminals inserting a form of 

malware on a smaller company’s website that is 

frequently used by a larger target organisation. 

From there, the malware infects any individuals 

that use the website. The hackers can then use 

the infected individual’s account information to 

access and attack the target organisation. 

3. Business email compromise (BEC)—A popular 

method in the financial sector, this form of island 

hopping occurs when hackers infiltrate the email 

server of a partner company and send malware 

attacks to the target organisation via the email 

account of a trusted affiliate.  

Use these tips to avoid an island-hopping attack: 

 Be sure that your organisation—and any affiliate 

companies—have robust cyber-security policies 

and procedures in place, such as routine staff 

training and regularly updating software with 

malware protection. 

 Establish a cyber-incident response plan to 

reduce potential damages from a cyber-attack. 

Test this plan with staff for effectiveness.  

 Secure proper cyber-insurance to ensure 

ultimate peace of mind against evolving cyber-

threats. For more information, contact Crendon 

Insurance Brokers Ltd today.  

While ‘island hopping’ might come across as a fun 

and tropical activity to try during your next holiday, 

this term carries a far more negative connotation in 

the realm of cyber-attacks. 

Indeed, island hopping refers to a data breach 

technique that occurs when cyber-criminals infiltrate 

smaller organisations—such as human resources, 

marketing or health care companies—in attempts to 

access a larger target organisation. By first invading 

the larger organisation’s partner companies, cyber-

criminals typically have an easier time hacking their 

final target. 

And recent research from software experts revealed 

that this attack method has risen dramatically over 

the last couple of years. In fact, a startling 50 per cent 

of today’s cyber-attacks utilise the island-hopping 

technique. Don’t let your organisation become the 

next victim of this growing cyber-trend. Use this 

guidance to review the most common forms of island 

hopping and implement best practices to reduce your 

risk of a cyber-attack: 

There are three different types of island hopping: 

1. Network-based—Known as the most common 

type of island hopping, the network-based 

method entails a hacker invading a victim’s 

organisational network and eventually 

‘hopping’ onto a partner’s network. 
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AI Is Worth the Investment: Use 
These Top Tips for Implementation 

Don’t Leave IT Out 
of Cyber-security 
Conversations: 

Here’s Why 

Especially in the age of the GDPR, it’s 

vital now more than ever to include 

staff members from all departments 

in your organisation’s cyber-security 

decisions. But involving employees 

from varying areas of expertise on 

the decision-making team for cyber 

and technology concerns should 

never come at the cost of placing 

valuable members of your IT 

department on the bench. 

Nevertheless, statistics from a recent 

IT leadership survey found that this 

harmful trend is on the rise, as many 

IT leaders are experiencing a ‘crisis of 

influence’ in the workplace. Less 

than 60 per cent of organisations’ 

CIOs currently have a seat on their 

board, while over 70 per cent held 

this position in 2017.  

Further, more than 60 per cent of 

organisations conduct some form of 

technology management outside of 

the IT department, while more than 

40 per cent don’t formally involve 

the IT department in business-led IT 

decisions altogether.  

And while leaving IT leaders out of 

the loop is a growing practice, this 

certainly doesn’t mean it has proved 

beneficial. The same study revealed 

that organisations that fail to 

include the IT department in cyber 

and technology related decisions are 

twice as likely to have multiple 

areas of security exposed as those 

that do involve IT in their decision-

making processes. 

Put simply, IT leaders possess a 

unique, unmatched sense of 

expertise in technology management 

that should establish them as star 

players on your decision-making 

team. If you disregard their talents, 

your organisation will suffer the 

consequences. 

 

 Reduces the risk of mistakes 

occurring from human error 

 Increases profits by maximising 

sales opportunities 

 Expands expertise through data 

analysis and offers customers a 

personalised experience 

However, just like the addition of 

any other new technology in the 

workplace, adopting AI comes with 

serious risks. Evaluate these top 

risks to ensure your organisation 

implements AI effectively:  

 Algorithmic bias—Keep in mind 

that AI uses algorithms to 

identity patterns in data and 

make decisions. But if those 

patterns reflect any bias or the 

data itself contains bias, 

implementing AI could result in 

costly discrimination concerns. 

 Program errors—While AI 

algorithms are generally 

effective, all it takes is a single 

error in your data for AI to 

malfunction and generate 

incorrect or misleading results. 

 Cyber-attack—Adopting new 

technology and relying on digital 

data could potentially increase 

your risk of a cyber-attack. 

Above all, it’s crucial to purchase 

cyber-cover. For help, contact 

Crendon Insurance Brokers Ltd 

today. 

Artificial intelligence (AI) has 

frequently been thought of as an 

innovative, evolving form of 

technology with the potential to 

boost organisational success for 

companies across industry lines. 

However, many organisations still 

view AI as a thing of the future, 

using such an excuse to forego 

implementation.  

But in reality, recent data found that 

AI is already making a difference in 

today’s market. What’s more, the 

data suggests that organisations 

without AI in their current 

technological library are likely to 

face future financial troubles. 

The latest statistics from technology 

experts revealed that the UK 

economy could be boosted by over 

20 per cent from AI implementation 

in the next decade. In addition, fast-

moving organisations have the 

potential to grow by 120 per cent 

just by investing in AI tools.  

And lacking AI resources comes with 

a cost—UK companies that fail to 

adopt AI technology are at risk of 

losing 20 per cent of their cash 

flow. Apart from these numbers, 

implementing AI can bring a wide 

range of benefits to your 

organisation: 

 Saves time, resources and 

additional costs by automating 

business processes 

 

 


