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The Dangers of End-of-Life Software
Microsoft, a top software provider for both individuals 

and businesses, recently announced plans to 

discontinue support to several of their major products 

as part of an effort to invest in newer technologies and 

services. This change—which will take place on 14th 

January 2020—will affect the following products: 

 Windows Server 2008 and 2008 R2 

 Exchange Server 2010 

 Windows 7 and Windows 7 Professional for 

Embedded Systems 

In addition, the software company announced that 

they will discontinue support to these products after 

13th October 2020:  

 Office 2010 Client 

 SharePoint Server 2010 

 Windows Embedded Standard 7 

 Project Server 2010 

Following these dates, all technical assistance and 

software updates for the listed products will no longer 

be available.  

This may seem like a surprising announcement, but just 

like any other product, software has a life cycle. Once 

the software is no longer achieving peak sales or has 

been overshadowed by more recent product offerings, 

it’s not financially beneficial to continue servicing that 

software. As a result, many software providers make 

the decision to transition their outdated, underselling 

products into the final stage of the software life cycle—

the end-of-life (EOL) phase. 

While you might think that using EOL software will 

have little or no impact on your organisation, the 

reality isn’t so simple. Indeed, continuing to use EOL 

software—even if it’s just a single device in your 

workplace—could carry serious, costly consequences. 

Between security disasters, regulatory problems and 

invalid insurance claims, your organisation—regardless 

of size or industry—can’t afford to ignore the risks of 

using EOL software. Consider the following guidance to 

understand the basics of EOL software, the 

ramifications of using this outdated technology and top 

tips for reducing your EOL risks. 

What Is EOL Software?  

EOL software is a form of software that has reached 

the final stage of the product life cycle. At this point, 

the software provider announces that they will no 

longer support this particular product. At a glance, the 

software provider will make the following changes to a 

product after transitioning it to the EOL stage:  

 The provider will stop promoting, selling and 

distributing the product.  

 Training (eg online forums or guides) or any form 

of technical assistance (eg bug fixes, workarounds 

or telephone helplines) for the product will no 

longer be available.  

 Software updates and new features available on 

more recent products will not be accessible. 

Consequences of Using EOL Software 

In addition to the lack of technical assistance or update 

capability from your software provider, using EOL 

software comes with a range of ramifications: 

 Security problems—If your software can no longer 

be updated and new features can’t be installed, 

Continuing to use EOL software could 
carry costly consequences. Use this 
guidance to reduce your EOL risks. 
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this means that your security offerings (eg anti-

malware or virus protection) won’t be able to 

evolve, either. In an era of constantly advancing 

technology and growing cyber-threats, any form of 

vulnerability to a cyber-attack is a serious concern. 

 Incompatible software—When using your EOL 

software to share or receive any digital files (eg 

emails, pictures, legal files, online contracts or 

payment agreements) with customers or partners, 

you will likely suffer from incompatibility issues. 

Since you won’t be able to update your software, 

any digital files you receive from customers or 

partners will probably be incompatible (and 

therefore unusable) on your outdated device. 

Similarly, the files or digital services you offer 

customers or partners won’t be compatible on 

their newer devices, which could result in 

frustration from both parties and a tarnished 

reputation for your organisation. 

 Compliance concerns—Many industries possess 

specific software standards that organisations are 

required to uphold. For example, any organisation 

that conducts e-commerce needs to have software 

with updated security features (eg encryption) to 

properly protect customers’ sensitive data. 

Especially in the age of the GDPR, using EOL 

software that fails to meet legal standards could 

lead to hefty non-compliance fines and regulatory 

repercussions.   

 Extra costs—While you might think using EOL 

software will save your organisation money 

because you aren’t spending extra pounds on new 

products, purchasing updated software is worth 

the investment. After all, using EOL software will 

decrease your devices’ reliability and digital 

capabilities—which could result in wasted time 

while you wait for your outdated software to 

perform properly and unnecessary resources spent 

on maintaining or fixing old products. In fact, 

technology experts confirm that the cost of bug-

fixing or conducting frequent maintenance on EOL 

software can significantly exceed the price tag of 

simply purchasing a new, updated device. 

 Insurance issues—Most importantly, using EOL 

software can cause major concerns in the realm of 

cyber-insurance. On any cyber-insurance policy, 

your organisation is expected to do its part in 

preventing a cyber-incident—which includes 

updating your ageing software. With this in mind, 

your organisation could suffer from an invalid 

claim and serious financial concerns in the event 

of a cyber-disaster if you continue to use EOL 

software. 

How to Reduce EOL Risks 

Consider the following guidance to reduce EOL risks: 

 Be sure to stay updated on your software 

provider’s product announcements via email 

notifications or the provider’s website, as they will 

likely communicate any official decisions regarding 

upcoming EOL software well in advance. 

 Implement a plan to routinely replace dated 

software. This could take place after an 

established period of time or when the software 

begins to display signs of ageing (eg frequent bugs 

or slower performance capabilities). 

 If you have to use EOL software (eg contractual 

obligation or a lack of financial flexibility), take 

steps to mitigate your cyber-risk. This includes: 

o Remove sensitive data from any EOL software. 

Limit communication and digital files or 

services offered through EOL software. 

o Continue using any security features that are 

still available on EOL software. 

o Enforce workplace policies and procedures 

and promote robust cyber-security. 

o Do not permit remote employees to use EOL 

software. In addition, do not allow employees 

to utilise removable media on EOL software. 

o Develop and communicate a cyber-incident 

response plan. Test this plan regularly.  

For additional guidance and cyber-insurance solutions, 

contact Crendon Insurance Brokers Ltd today. 

https://www.crendoninsurance.co.uk/

